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Abstract

Query-based web search is becoming an integral part of
many people’s daily activities. Most do not realize that their
search history can be used to identify them (and their inter-
ests). In July 2006, AOL released an anonymized search
query log of some 600K randomly selected users.While
valuable as a research tool, the anonymization was insuf-
ficient: individuals could be identified from the queries
alone [6]. Government requests for such logs serves to in-
crease the concern. We propose a client-centered approach
based onplausibly deniable search: actual user queries are
replaced with a set of queries that hide the actual query.
By using a singular-value decomposition approach (demon-
strated on TREC-4), we are able to generate cover queries
that have characteristics similar to the actual user query
(although on unrelated topics), preventing the actual query
from “standing out” from the cover queries.

1 Introduction

Search engines such as Google, Yahoo!, and MSN boast
huge user bases. Logs of the queries can give extensive
insight into people’s interests and activities. This data can
be used in the aggregate, but can also be used to develop
profiles of individuals, raising concerns about the privacy
of users.

Anonymizing the logs does not solve this issue. In July
2006, AOL released an anonymized search query log [6] of
around 600,000 randomly selected users. The logs had been
anonymized (at the server side) by removing individually
identifying information such as IP address, username, and
any other personal information associated with that user,
but assigning random ID for each user. However, this sim-
ple anonymization proved ineffective; thequery itselfoften
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contained identifying information [6] (e.g., ego-surfing).
Adding to this concern is recent government attempts to

obtain query logs. The U.S. Government has subpoenaed
search logs from the major search engines [3]. While the
subpoena did not request identifying information, it did re-
quest the query text - which as AOL discovered, may be
inherently identifying. This can have serious implications
both for individuals and for the search engine companies;
witness the use of information obtained from Yahoo! in the
jailing of a Chinese dissident, and the aftermath[13]. We are
aware of only one that addresses protecting search text[9].
We discuss this and other related work in Section 4.

1.1 Plausibly Deniable Search

We instead address this by having the client generate a
set of cover queries for each real query. This eliminates
timing-based attacks to discover the real query (a problem
with [9]). While this does not completely hide the real
query, if done properly it supports a notion ofplausible de-
niability. While it is possible than an individual may have
issued the actual query, it is equally possible that they issued
one of the generated cover queries. This places a burden of
proof on the holder of the query log when trying to use that
log to imply something about an individual’s interests.

More formally, assume a server log has a set of queries
S = {Q1, . . . , Qk} from a particular user at a particular
timestamp. A party with access to this log identifies the
user, and tries to prove that the user searched forQi. K-
plausible deniability holds if the user can prove that any
Qj ∈ S is as likely to have been the actual query:

Definition 1 (PD-Privacy) A user hask-Plausibly Deni-
able privacyof Qi if

1. the user can show that any queryQj ∈ S, would have
generated the setS with the same probability asQi,

2. all Qj ∈ S are on different topics, and

3. all Qj ∈ S are equally plausible as a real query.



Constraint 2 ensures that the cover queries mask the user’s
intent, not simply the words used. The final constraint is
perhaps the most difficult – cover queries that come from a
predefined list, while allowing arbitrary user queries, would
not meet this test.

For example, assume that an user issues a query ‘galaxy
sun’, and this scheme generates a masking query ‘house
garage’. Both queries are plausible, and they seem to be
completely unrelated. If these two queries are submitted to
the server, the user can filter the documents based on the
original query. A third party having access to the query
log, ‘galaxy sun’ and ‘house garage’, claims that the user
searched for ‘galaxy sun’. GivenPD-Privacy, in the ab-
sence of other evidence that the user is interested in astron-
omy, the user can make a valid claim to have actually been
investigating construction.

The approach taken by this paper is to use LSI based se-
mantic mapping to generate a fixed set of possible queries,
avoiding the problem of identifying the real query as the one
that wouldn’t be generated by the method, and fixed sets of
cover queries to meet constraint 1. In Section 2 we detail
the approach, followed with an empirical demonstration on
TREC-4 queries in Section 3. We discuss related work and
other approaches in Section 4.

2 Construction of PD-Querysets

We now present a method for statically constructing PD-
Querysets based on a set of seed documents, which are rep-
resentatives of the information being retrieved. The idea
is that we extract terms from these documents to form a
(large) set of possible queries. Each term set forms acanon-
ical query; only canonical queries are sent to the search
engine. This prevents discovery of the actual user query
by distinguishing it from ones that could be generated as
cover queries.We use singular value decomposition (SVD)
to “map” these terms in a semantic space. We present a
novel approach to cluster canonical queries based on po-
sition and characteristics of this SVD map to form PD-
Querysets that are diverse in topics, yet similar in relative
strength and coherence (e.g., “java programming” and “ap-
ple cider” are topically diverse but quite coherent; “java”
and “rock” are topically diverse and each is closely tied to
two different topics.) Given an actual user query, we also
find the closest canonical query using this SVD; the corre-
sponding PD-Queryset is issued to the server and the results
of the canonical query filtered at the client using the actual
user query. We now run through this process in more detail.

2.1 Latent Semantic Indexing

The use of SVD to map terms in a topic space forms
the basis of Latent Semantic Indexing (LSI)[8]. LSI ad-

dresses the problems of polysemy and synonymy by con-
structing the term-document relationships in the semantic
space. Even if terms are different lexically, if they share a
similar meaning, they tend to be close in the semantic space.

Let the term-document matrix beA of sizen×m where
n is the number of terms, andm is the number of docu-
ments. Letaij in A represent the frequency of termi in
documentj. The Singular Value Decomposition of a ma-
trix A gives us three matrices such that

A = USV T , (1)

whereU is ann × n left singular matrix,S is ann × m
diagonal matrix , andV is anm × m right singular matrix.
Let Ur represent then × r matrix that is created fromU
by keeping only r columns. Similarly ther × r matrix Sr,
andr×m V T

r are generated. The basis of LSI is the notion
that the reduced r-dimensional space preserves the seman-
tics of terms. Any query term vector~q can be mapped to the
semantic space by the following equation:

~q′ = qT UrS
−1
r , (2)

where ~q′ is the vector representation ofq in the concept
space. User queries are mapped to canonical queries by
finding the nearest neighbor in this semantic space.

2.2 Seed Terms and Canonical Queries

To ensure a reversible mapping of queries to cover
queries (i.e., if the user issued a query mapping to one of
the cover queries, the PD-Queryset would be the same), we
predefine the PD-Querysets. While dynamically generating
such clusters is an interesting avenue for exploration, the
current paper does not address this issue. Unfortunately,
this means it is infeasible to represent all (or even a frac-
tion) of the exponential number of possible queries in|T |.
Instead, we use a two-step process to generate canonical
(and cover) queries.

We start with seed queries consisting of terms, pairs
of terms, and larger “likely” groups (terms with high tfidf
scores for each document.) These seeds are mapped into the
semantic space. However, these term pairs are insufficient
to represent actual user intent, and the larger tfidf based sets
could stand out, we generate a canonical query (and like-
wise a cover query) corresponding to each seed query as
follows:

1. Merge seed query points that are within a specificed
Euclidean distance. This merge is accepted only if the
total number of terms from the queries of the points
do not exceed a threshold value(set to value between 5
and 30)

2. Continue Step 1 until no more points can be merged.



3. In each group of points merged together, create the
canonical query as the union of seed query terms.

Given a set of seed queries, the above steps produce canon-
ical queries . For any user query, the corresponding canon-
ical query closest in the semantic space is selected. The
canonical query contains sufficient specificity to act as a
reasonable surrogate for the actual user query.

2.3 Distance Function

To form a PD-Queryset, we need to combine canonical
queries into sets that are topically diverse and yet equally
plausible. To do this, we create a set of measures that cap-
ture both diversity and plausibility. Diversity can be cap-
tured through distance in the semantic space. Plausibility
is more difficult; some combinations of terms would seem
quite implausible to a person. To support a human com-
parison of plausibility, we assume access to a reasonably
large query logQL. We use the relative density of queries
from QL in the neighborhood of a canonical query (in the
semantic space) to judge relative plausibility. Thus canon-
ical queries that are closely related to many “real” queries
will be in the same PD-querysets, and likewise implausible
canonical queries (not related to many real queries) will be
brought together. This supports our desire that the canon-
ical query corresponding to the user’s intent and the cover
queries be equally plausible (or implausible.)

We now define a distance function between canonical as
a sum of following three components:

1. Euclidean Distance: Let~q1 and~q2 be query vectors in
the semantic space. The Euclidean distance is calcu-
lated as follows:

edist(~q1, ~q2) =

√

∑

i

|~q1[i] − ~q2[i]|
2

Presumably, queries with a high Euclidean distance in
the semantic space are on different topics.

2. Magnitude: The magnitude of a vector~q is given by,

||q|| =

√

∑

i

~q[i]2

3. Neighborhood Count: The neighborhood is con-
structed through queries from the query log (QL) con-
taining real user queries. Let~δ be the difference vector
to construct a imaginary neighborhood of hypercube
around~q.

nhc(~q) = count(~q, QL, HCUBE(~q, ~δ)

The neighborhood count functionnhc() takes~q, a
query logQL, and~δ, and returns the number of queries
from QL that fall inside the hypercube.~q[i] ± ~δ[i].

The distance between two query vectors is defined as fol-
lows:

dist(~q1, ~q2) = (1 − edist(~q1, ~q2)/α) + |||~q1|| − ||~q2|||/β

+|nhc(~q1) − nhc(~q2)|/γ (3)

where,

α = MAX(edist(~qi, ~qj)), ∀i, j

β = MAX(||~qi||) − MIN(||~qj ||), ∀i, ∀j

γ = MAX(|nhc(~qi) − nhc(~qj)|), ∀i, j

Thus, queries with similar neighborhood, similar magni-
tude, but far apart in the semantic space get a lower distance
score and would be placed in the same PD-Queryset.

Similarly, we define the distance metric between a set
of queries. Given that there are two sets of queries,A =
{ ~a1, · · · , ~an}, B = {~b1, · · · , ~bm} the distance between
them is calculated as follows: (|A| ≥ 1 and|B| ≥ 1)

dist(A, B) = (1 − α1/α) + β1/β + γ1/γ (4)

where, α1 = MIN(edist(~ai, ~bj)), ∀i, j

β1 = |(
n

∑

i=1

||~ai||)/n − (

m
∑

j=1

||~bj ||)/m|

γ1 = |(
n

∑

i=1

nhc(~ai))/n − (
m

∑

j=1

nhc(~bj))/m|

2.4 Agglomerative Construction of PD-
Querysets (ACP)

We present a clustering algorithm that produces the PD-
Querysets, given a list of canonical query vectorsQC and a
deniability parameterk. As shown in Algorithm 1, we first
construct a Level-1 multiset of pairs of vectors. We compute
a distance matrix between all pairs of queries inQC . From
the distance matrix, we select the query pairs in ascending
order of distances and add them to the setL1. For some
query pair (qi, qj) with the distanced1, eitherqi or qj could
have been part of a better match with distanced < d1. If so,
thenqi or qj must be already inL1, and so the next pair with
the lowest distance is selected. Having constructedL1, the
next level sets (L2,L3, etc.,) are produced my merging the
sets from one level below. We also ensure that the resultant
sets contain non-overlapping cluster of queries. Given that
we need at leastk queries in the resultant cluster, we have
the condition that2l ≥ k, giving us the stopping criteria for
the merging procedure asl < log2 k.

2.5 Using PD-Querysets

To find the PD-Queryset of a user queryqu, it is first
mapped to a semantic space vector~qu. In the semantic



Algorithm 1 The ACP Algorithm

Require: QC = (~q1, . . . , ~qn), k; k is the privacy parame-
ter; Query logQL.

1: Compute then × n distance matrix using the function
dist(~q1, ~q2);

2: L1 ⇐ ∅
3: while |L1| < n/2 do
4: Get query pair (qi,qj) with the next lowest distance
5: if qi or qj is not already added toL1 then
6: Create a clusterC = {qi, qj}, andL1 = L1 ∪ C;
7: end if
8: end while{L1 contains the first level pairs}
9: l ⇐ 1

10: while l < ⌈log2 k⌉ do
11: Ll+1 ⇐ ∅
12: for all Ci ∈ Ll do
13: FindCj ∈ Ll such thatdist(Ci, Cj) is minimum.
14: Ll+1 ⇐ Ll+1 ∪ Cluster({Ci ∪ Cj})
15: Ll ⇐ Ll − Ci − Cj ;
16: end for
17: l ⇐ l + 1; {Ll contains the final PD-Querysets}
18: end while

space, the closest canonical query~qu
′ is selected, including

the PD-Queryset containing~qu
′. The corresponding canon-

ical queries / cover queries are then issued to the server
in random order. The client receives the results from the
server, and filters the results from the canonical query cor-
responding to~qu

′ using the original user queryqu (e.g., us-
ing tfidf). The steps of a PD-Search are listed in Algorithm
2. To achieve sufficient recall, we need to retrieve more

Algorithm 2 Steps in Plausibly Deniable Search
Require: The original queryqu of user

1: Map qu to semantic space vector~qu

2: Find the closest canonical query that has the minimum
Euclidean distance from~qu; get its corresponding PD-
QuerysetQp containing cover queries

3: SubmitQp to the search server to get the resultsR(Qp)
4: Usequ to filter R(Qp) to get the relevant documents for

the original user query

results using~qu
′ than would be required with the (presum-

ably more precise)qu. This load is computational, imposed
on the server and client; the final filtering step “hides” this
from the user. In the next section, we discuss this in detail
by constructing canonical queries for TREC-4 queries, and
analyzing the results.

3 Demonstration

We now present an evaluation using the TREC-4[1]
dataset, consisting of 557,674 news articles, and 567,421
unique terms. Queries are mainly topic descriptions, con-
sisting of 10 terms in average. Lemur toolkit[2] is used for
indexing and retrieval(tfidf) purposes. The seed queries for
the results presented here consist of: 1)567, 421 individual
terms, 2) The top 2, top 5, and top 10 terms for each doc-
ument (as ranked by tfidf scores), and 3) a random subset
of all possible pairs. This gives approximately 2.5 million
seed queries, and 31217 canonical queries (each with more
than 10 terms), a practical limit with the tools we are using.

This turned out to be a significant limiting factor: the
approached worked reasonably well for about 20% of the
TREC-4 queries, but returned NO relevant results for the
others. This is because the incomplete seed query set lim-
ited the coverage of the semantic space, and thus many
queries do not have a good corresponding canonical query.

We present results only for the queries for which the
canonical query retrieved some documents; we believe that
once future work overcomes system limits on the number
of canonical queries this will provide a reasonable lower
bound on what could be achieved.

3.1 Coverage

Standard precision/recall curves are not an appropriate
measure given the two-stage (server/client) filtering pro-
cess; if we retrieved enough documents from the server,
the actual user view of the data would be unchanged. In-
stead, we want to measure the increased load required to
get reasonable results: How many documents do we need
to retrieve from the server using the canonical query to get
comparable results to the actual query? To show this, we
instead report precision for varying “user view” result sizes
for various “expansion factors” (number of documents re-
trieved from the server using the canonical query.) This
provides a reasonable surrogate for the actual concerns in
our web search scenario. Figure 1 shows average preci-
sion for various numbers of documents retrieved. Canon-
ical queries with expansion factor greater than 400 achieve
precision values comparable with raw queries.

Figures 2 and 3 show results on a per-query basis when
looking only at the top 10 results for canonical queries re-
turning 400 and 800 results, respectively. For N=800 (Fig-
ure 3), the precision after 10 documents retrieved is close to
that of raw queries. For Query 226, the canonical query per-
forms badly compared to the raw query, but in several other
queries (202, 209, 246) retrieval performance improves. In
both the experiments, Query 233 has a very low precision
(2%), and that is mainly due to the original topic description
given in the TREC-4.
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3.2 Cover Queries

The TREC-4 dataset does not provide sufficient or ap-
propriate data to fully evaluate plausibility and deniability
of queries. Space limitations and the preliminary nature of
this work prevent a full evaluation. Instead, we randomly
selected two of the TREC-4 queries for which we provide
coverage results, and present the 3-deniable canonical and
cover queries in Table 1. It can be observed that cover
queries of Q-226 are from two completely different topics:
cover-1 query is about computers (db2, sun, LAN,sever),
and cover-2 query is about baseball (molitor, eckersley).
Thus, this PD-Queryset satisfies our requirements for be-
ing issued to the server, and gives us the plausibly deniable
search property.

4 Background and Related Work

The perfectly private solution to this problem is through
Private Information Retrieval[7] (PIR). Unfortunately, for a
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Figure 3. Comparison of Precision(at 10) of
Raw queries Vs Canonical queries returning
800 items

single server approach (and assuming the existence of a se-
cure coprocessor) the best solutions require quadratic pre-
processing and linear storageper query[5], and the business
model of search engine companies that rely heavily on tar-
geted advertising will get affected. While our approach does
impose extra cost on the server, it is linear in the amount of
deniability required, and does not significantly impact the
effectiveness of the marketing (assuming a “pay for click-
through” model.)

After the AOL query log release incident, there have
been several schemes proposed for Query Log anonymiza-
tion [4]. Peer-peer networks and anonymous[14] surfing
could be used to break the link between the server and the
user. However, it still does not address the re-identification
from the query text problem. We view our approach as
complementary to server-controlled privacy; giving plausi-
ble deniability against a curious server, and added protec-
tion when anonymized logs are released.

User-controlled privacy has received comparatively lit-
tle attention. While there has been work on hiding the
query metadata from the server (e.g., PWS[12]), little has
been done to handle the privacy problems inherent in query
text. The trackmenot system attempts hide the original user
query by sending random queries at random intervals.[9].
While such an approach may be effective at masking en-
crypted traffic, a human can easily distinguish random
queries from actual user queries.

5 Conclusions and Future Work

We have shown a novel approach to protect a user’s pri-
vacy when using search engines. This is very much a pre-
liminary approach; in addition to the need to develop com-
prehensive evaluation methods for cover query plausibil-
ity there is substantial room for improved retrieval perfor-
mance. Open challenges include:



Table 1. Example canonical and cover queries

TREC-4 Actual query Canonical Cover 1 Cover 2

210 widespread illeg dispos
medic wast done combat
dump

wast dispos unincorpor
garbag can ton crowther
ocean parmenti dump

vincent sierra lacoss
ammann cole higgin
sixth mullin dreher

state salina unit trade
mexico japan keiretsu
relationship japanes estat
billion

226 larg scale state allow lot-
teri gambl improv financi
condit reduct note prop-
erti tax incom road

state worker oldest
mcdonald 1987 incom
chang declin deduct
connecticut taxpay

LAN enhanc product
protocol applic acit sun
server interfac db2 cus-
tomis

bailout eckerslei molitor
brewer vaughn salazar
tiger throw fisk

Preprocessing: The current approach requires pre-
computing canonical and cover queries. Computing
these on-the-fly, while still preserving the query equiv-
alence/deniability arguments, is an open an challenging
problem.

Retrieval Efficacy: Closing the gap between the query
issued to the server and the actual user intent will serve to
make this approach practical.

Sequential Queries:A sequence of queries on the same
topic could lose the deniability argument; while each PDS-
Queryset might be diverse, the preponderance of one topic
across multiple PDS-Querysets would reveal user intent.

Protecting privacy at the client gives stronger protections
than current approaches. It also protects the search engines,
as the information they receive is not as sensitive as what
they hold today - information from multiple sources (e.g.,
ISPs and external information on user interests as well as
search engines) is needed to reconstruct the level of private
knowledge now exposed by query logs. Putting control over
user’s privacy into the hands of the user will increase the
freedom of users to use web search as they wish.
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