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Abstract

We describe a trust-based data management framewogkling mobile devices to access the distributed
computation, storage, and sensory resources alailabpervasive computing environments. Availabésaurces
include those in the fixed surrounding infrastruetas well as services offered by other nearby lealgvices. We
take a holistic approach that considers data teesturity, and privacy and focus on the collabgeatnechanisms
providing a trustworthy data management platforrannad hoc network. The framework is based on k framation
mechanism that enables collaborative peer intenagtusing context information and landmarks. A ppokvides a
routing substrate allowing devices to find reliabfdormation sources and coordinated pro-active agactive
mechanisms to detect and respond to maliciousigct®onsequently, a pack forms a foundation fatributed trust
management and data intensive interactions. Werilesour data management framework with an emptaasisack
formation in mobile ad-hoc networks and presenlipieary results from simulation experiments.

[. INTRODUCTION

A. Motivation

Advances in technology and the growing demand foeless connectivity are fueling a proliferationweifeless
capabilities in everyday appliances. There is geaheterogeneity in the types of portable deviced their
communication, computational, and storage capegdslitMoreover, computation capable embedded eldctro
devices equipped with sensors and actuators arsféraning home, office and urban landscapes irsource-rich
and data-intensive environments.

Peer interactions that use local ad hoc connegtivit most suited in locating and consuming sesvicailable in
vicinity, since infrastructure based continuous remgtivity to the Internet is often unavailable opensive. Our
focus is on building a trustworthy data managemiamework for personal mobile devices in pervasive
environments which utilize wireless connectivity docess resources provided by self-organizing n&svdNe
characterize such mobile ad hoc networks (MANETshaving two kinds of nodes (or actors): (i) fixassets
businesses, including restaurants and stores,cpsélivice kiosks providing traffic, weather, roashditions; and
(i) mobile devices, including mobile phones or camputers. Fixed assets can thus be associated@ographical
locations, whereas mobile devices are assumedvideatain mobility profiles.

Existing data management architectures [8], [28La® that encountered devices and the informatiaired
from them are trustworthy. This assumption, howgi®mnrealistic in a pervasive environment [14hefefore,
assurances of the quality and accuracy of theexetd information must be provided. Limited Internehnectivity
makes it infeasible to use conventional securitsa@igms for determining the trustworthiness of ottevices.
For example, communicating with a trusted authontyrder to verify the credentials of nearby éesitmay be
impossible. Moreover, the nature of these envirammeequires these devices to function indepengemtt be
capable of making autonomous decisions about t&worthiness of peers and accuracy of their iné&tiom.
Metrics for evaluating the reliability of data atitke trustworthiness of peers are critical to adhigwsecure and
trustworthy data management networks. Given thé lat centralized authorities in ad hoc networksystr
evaluation and reputation management are essemtiethanisms that allow devices to function autonastyowith
minimal user intervention.
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In our previous work [20], [21], we have shown hpvofiles encoding beliefs, desires and intentidBBIj of
the user, can be used by mobile devices to forageformation in pervasive environments. The wmed device
profiles are used for pro-active semantic data iogcf22]. The MoGATU framework [19] demonstratec thtility
of reputations in ascertaining the accuracy ofrimfation exchanged between mobile devices. Howesignjficant
effort is required for evolving trust and maintaigi reputations in terms of computation, storagel messages
interchanged.

B. Approach Overview

Our approach to modeling trust is focused on riglhagement and coping with the inherent uncertansging
from the serendipity in locating and communicatingh other devices or resources. Also, it is neagsgor
devices to be able to dynamically respond to cheuigehe environment. For our purposes, the défimibf trust
as proposed by Luhmann [16] as a means for managgkgand reducing the complexity of the enviromieas
most fitting.

In the context of MANETS, key factors in ascertagisituational trust[17] include knowledge of the
environment regarding mobility, network topologyda- proximity, reachability, and availability o&sources.
Other factors include familiarity or knowledge dher node identities in the vicinity. Thus, we sgd¢he need for
devices to be aware of their context when makingting decisions.

A very basic form of trust is assumed to exist agsbrall the participants in an ad hoc network -dkpectation
that other devices in the neighborhood will papiae in the routing process and help relay dafficraVithout the
existence of a basic communication mechanism tayretessages, no further interactions are posdititgher
degrees of trust can exist when devices seek tperate beyond provisioning the basic connectivitiiee for
incentives or out of necessity.

Reputations are used to estimate the risk of futm@peration based on past behavior. Recommendagion
sought from other trusted peers when prior knowdedgreputation of the entity in question is noaitable. Our
approach hinges on the use of normative behavidraativity monitoring in order to evolve trust retaships,
maintain reputations, and detect malicious activity

We define a pack as a dynamic grouping of individievices which agree to collaborate in pursuiindividual,
mutual and collective goals. In this paper, we dbsca collaborative approach that addresses issugsst and
security in data management and present initialliefrom simulation experiments on pack formation.

Our approach is based on providing primitives fost evolution and pack formation. A pack formatserves
two purposes: (i) a pack provides a routing subesaabling devices to find reliable sources afiinfation, and (ii)
a pack supports a platform for coordinated provactnd reactive mechanisms that can detect andmréds
malicious activity. A pack, therefore, forms thesisafor mobile devices to evolve, manage, and exaltrust of
their peers and information and services they offer

In the following sections we begin with a scenattat illustrates typical pervasive environments dedps
identify the important constituents of pervasiveissnments and their characteristics. We discusses regarding
reputation management, pervasive trust and dataagesmment and present our proposed trustworthy data
management framework that employs pack formatioprivide a data routing substrate. We then disthiss
performance results from our simulations of sucknacios and make the case for collaborative querysing
packs. Finally, we conclude with a discussion andbst and benefits of pack formations and ideaBufare work.

IIl. BACKGROUND AND RELATED WORK

A. Trust and Reputation Management in MANETSs

Pervasive environments are in a constant stat&uef Routing mechanisms in self-organizing netwonkkich
provide the communication mechanism, are necegsafila collaborative nature. The inherent uncetyaiim
locating and accessing resources (services and flather necessitate collaboration. Data religpils also an
important issue since prior trust relationships mayalways exist. Moreover, finding reliable datademand in a
serendipitous environment is another challengelaBotation on these various fronts requires varidegrees of
trust in potential collaborators.

Using information from the surrounding pervasiverismnment introduces several trust and securityéss Due
to the inherent nature of pervasive environmeragyentional mechanisms of providing security are switable.
Devices must be made self-reliant in order to meigeropriate trust evaluations and use reputatiorggiide their
behavior.
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With a lack of security enforcing mechanisms oriteaitors, devices need to cope with the freedorotbérs and
the possibility of malicious activity. There is aat to be able to adapt to the emergent propénmtibe environment
and make autonomous decisions using observed lmehavailable reputations, and recommendations.

Several trust and reputation management systenestiemn proposed for online transactions amongsrbwand
sellers in e-Commerce [13], in Peer-to-Peer syst@il for fostering trust and cooperation. Bucheiggnd Le
Boudec [6] propose using a Bayesian approach fouta¢éion management system for MANETSs in which sode
maintain reputations for only specific nodes. Rafiah management schemes depend on observed behadio
recommendations - positive and/or negative, base@xpected “ethical” behavior. Since it is oftenpmasible
to enforce protocol fidelity, sanctions need toifm@osed collectively to make deviant behavior exgden and to
discourage reneging.

Due to the potentially innumerable number of desjdeis unlikely to be able to individually cach# possible
identities and their reputations. Moreover, it vk infeasible to maintain a consistent view orsttkwrthiness
amongst all devices. We propose that it is sufficte remember only devices that are of future ipidé value in
forming social networks and those that will be midstly to cooperate, and maintain reputations rdiga only
those.

Past research has provided insights into how algfiven agent can use notions of trust and ranrs for
query processing. However, several challenges remeig., how to find reliable information, use weti
collaborations, leverage abundant storage - taatolnd coordinate data search, and how to impledeacy of
simplistic discovery mechanisms.

B. Data Management in Pervasive Environments

Franklin [12] introduces the concept of “data regivag,” likening it to recharging a battery. Datcharging is
the process of caching information relevant touker's needs expressed in the user's profile. Mdféepis thus a
form of longterm query that continuously processdsvant data whenever it is available. Mobile desican then
continue to function even with lack of connectivitydata source.

Past research by Cherniakal. [7], [8] has shown how profiles can be used by iotlevices for client-server
based data recharging.

In pervasive environments, the data sources aiedvand are usually fixed with respect to theirakban in the
environment - providing streams of data, e.g.,rfates to sensor networks, traffic conditions, Weaconditions,
or gas prices. Such data is being created contsiyaind being disseminated in the neighborhoochkfira[12] has
proposedAdaptive Dataflow Query Processimg address collecting data from such data strebl@suggests that
query processing in such environments requireshiocking queries and presenting immediate resuiés éf only
partial data is available. He notes that conveali@atabase query optimization that static queanglcomputed
from statistics on data and cost metrics, are uitdlsle for queries on streaming data, given tlgllgiunpredictable
nature of availability of sources and data streams.

Connectivity is provided by available forms of netw support (ad hoc networks, or other infrastrietoased
networks). Application requirements like data raaad acceptable costs will determine which forneardfinectivity
amongst the available possibilities is most sugabl

When finding a resource of interest, the key idimding the path of minimum cost and maximum bemnefi
Practical solutions can merely indicate the besit,phough not guarantee it. Once data sourceshar eesources
are located in the vicinity of the device (lackpofor arrangement or knowledge) the devices musgt tiae option to
either continuously monitor/use the resource (ifiedt by its distinguishing source identity) or gepdates of
information of interest at a later time. This ra@gsia close and continuous (minimal) interactiothwurrounding
nodes who provide assurance of trust about resswnd volunteer or collaborate in availing the ®ervSince
these devices are not continuously connected, saofmunication must be assumed to be intermitteriieat.
Devices collaborating to provide or extend the enfjthe services in use - through providing cotinitg to the
resource or intermediate storage - are only reduiee prove that they are providing data fidelity tineir
retransmission but not necessarily provide thewroithiness of the data source itself. In otherdsothey can relay
whatever is transmitted without change, yet noalble to assess the quality of the data.

Such collaborations are similar to those in Pedpder (P2P) networks, in the sense that a datingostibstrate
enables resource pooling and scalability. In exis®2P deployments, connectivity is predominanilelne. Thus
the overall network topologies are fairly statidjigh make it possible to efficiently maintain ardate distributed
hashtables [1], [2], [25] that provide fast lookwgrsl enable resource pooling. In pervasive enviaonig) instead of



a few devices leaving or joining the network eaa@vide is mobile and connectivity is provided by ladc
networking, which limits any hashtable update ointemance. Additionally, unlike P2P systems whdteades
are directly addressable (reachable) by each othead hoc networks mobile devices are restrictedhieir
connectivity to only other devices in their neightrmod. Mobile devices have to rely mostly on logallailable
information.

Motion of mobile devices is relative. From the perstive of a mobile device, the device can consitiif
stationary and all available resources and dewicgirruously moving. The following scenario preseatsituation
where some devices are relatively stationary wébpect to the device. We use this scenario to elfgngnd
outline the characteristics of pervasive environtmamd the expected behavior of mobile devices.

Scenario: Mobile devices are housed in each

of the vehicles. The vehicles are moving in the
same direction. Although, the vehicles may
change relative positions and relative

displacements while traveling in the same
direction at comparable speeds. Changes in
their relative positions are expected to be slow
compared to their surface velocities

Fig. 1 Freeway example

In the above scenario we expect the devices teitdata and resource information from their lopakrs.
Moreover, we assume that multiple devices will beedo cache information coming from the same saumcthe
vicinity. Therefore, replication of the informatiae likely to increase data availability. Similarlgollaborative
verification will help eliminate corrupt data. liné remaining sections of this paper, we explore hagous
possibilities and benefits of pack formation anel tbsts involved.

Such scenarios are amenable to pack formation simatglity patterns, common intent, and activitiende
associated with such a set of devices. It is ublif@ any such aggregation of devices to have poritg of devices
with a common affiliation or prior trust relatioriph. However, being bound by a commonality in tlngsgical
world
these devices have a natural incentive to collabo@ommon context information from the physicarrsundings
is of crucial importance for pack formation sinbe situation provides nucleating points and thesiticentive to
collaborate.

[ll. TRUST-BASED FRAMEWORK

A. Assumptions

We assume that a mobile user is not continuousbracting with the device and making decisionstelad the
device is largely autonomous in its functioning al&tision making while guided by the user's profllae user is
alerted if the device cannot make a crucial denisioif some event of interest occurs. The devicthiis provided
a specification of the kind of data it should beKimg for. At certain intervals the user may retiethe device and
available services the device can offer or locathimthe environment. The device should then ptevrustworthy
services by ensuring fidelity of the services dmel data they provide. Also it may cooperate witheotdevices in
order to perform negotiated collective goals ok$aagain based on the user profile or explicit fivatiion from
the user. The objective of the data managementefnark is to help locate specific resources or sessiand rate
the quality and trustworthiness of those resourltas.usually not realistic to determine the cotrness of data, as
sensors may malfunction or be disabled. The ddtaction mechanisms must provide non-repudiatiod iawlicate
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trustworthiness of the source. Data verificationally cannot be done unilaterally; instead, fedmair distributed
trust mechanisms are required.

We assume that devices are able to sense theinlspatl temporal contexts. We use a set of landsnark
beaconing devices that advertise themselves andecased by mobile devices to identify context. &ample,

certain constituents of the pervasive environmangsstationary objects which can be identified iafntt entities
associated with a particular geographical area.

Though movement of devices is unlikely to be ret#d to particular geographical areas, devicesheagxpected
to be seen frequently in particular areas and tieipility patterns can be mapped to a large extased on time,
e.g., day of the week and time of the day [5], [9].

We also assume that devices' identities are pensistherefore, reputations can be associated thtin. Such
identifiers are required to be unique and possepahilities for non-repudiation, e.g., cryptograyatiy generated
addresses [4] like Statistically Unique and Crypapdpically Verifiable (SUCV) identifiers [18]. SUQVprovide an
identity - a secure binding between an addressjganidentifier) and a Public Key. They are particiyl well-suited
for such situations where centralized trust autlesrilike Certificate Authorities (CAs) or Key Ditution Centers
(KDC) are often unreachable.

We qualify trust to be a temporary assessmentnlgaam instantaneous value, computed based on fin¢at®n
of the identity in question, the context, and therent intent. By reputation we mean a statefulngjtiaassociated
with an identity that stores information, for exdmpabout past behavior, recommendations, accusatior
associated neighborhoods. Reputation of a devigsed in computing its trustworthiness.

B. Evolving, Managing, and Evaluating Trust

Social networks will play an important role in bdlie data management and trust evaluation aspepes\asive
computing. The context of a device is often usedgtide its behavior [9], [10], [24]. Additionallywe use
associations of devices with the neighborhoods ttig are seen in. For example, a student who émtyu visits
her University campus can notice other studentgampus, and associate their identities with theesarof the
University campus. Given the finite number of poi@meighborhoods that can be frequently visite;h a device
can associate itself with particular neighborhootisnterest and time contexts - and also assodtier devices
with those neighborhoods.

Figure 2(a) shows a hierarchy of the componentsluad in the data management framework on eaclviohal
device. Further each device is shown to be a pasklmer in some neighborhood, each part of a largeials
network. Each device has its own view of the soo@ivork based on its own experiences and intenagtiFigure 2
(b) illustrates a global view of the social netwashowing the individual mobile devices, packs, apdjhborhoods
in the social network.

Mobile Device

Social Network
Social Network
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Fig. 2. (a) Constituents and component-hierardhfi@data management framework (b) Gloak of the pervasive environment
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Several definitions and formalisms of trust existiterature [17]. We choose to simplify certaipests of trust in
order to use a specific formalism that allows ubuidd a reputation system. We choose to represestt using a
continuous value in the interval [0,1].

The trustworthiness of a peer or a resource in ighberhood can be computed from the history of rprio
encounters or can be provided by other trustedcdsvin the same neighborhood. In our previous @8k we
have shown how relatively simple techniques thablwve incremental evolution of trust, based on pesiand
negative encounters, can provide a good first cageroximation of trust. When trust opinion is sbufjom peers,
it can be weighted by one's degree of trust in thAssuming that devices can be associated withcpéat
neighborhoods it is logical to assume that at Isaste such “resident” devices are present who cavide trust
assessments about other devices. Consequentlyisatfiinformation about trustworthiness of devidesthe
neighborhood already exists within the neighborhatidtributed amongst its frequent visitors. Desiagan be
categorized intotrusted offenderand unknown Any device which is not a known offender is a didate for
admission into a pack. Membership can be laterkeddf some other trusted sources later prove dbaice to be
an offender. The necessity of cooperation in peteractions is related to the current degree sbuece and data
availability. The need is higher when availabilis/ low, i.e., when trustworthy resources who caavjge the
required data are unavailable or limited. Our apphorelies on monitoring the availability of resces and levels of
cooperation of other peers for adapting to curmntditions and to reciprocate peer-interactions. dtserve
positive and negative experiences in terms of eyesuich as validated or invalidated data or a rhislier at lower
networking layers. We consider these observatiarthe reputation management while evaluating trogtviness
of the peer and in order to determine a level afpawation upto which to reciprocate in collaboratprocesses.
This mechanism serves as an encouragement for raimme- a non-cooperating peer will get diminighettention
from its peers while cooperativeness is automayicalvarded. We consider two aspects of trustthie.accuracy of
data provided (validation/verification) and the demyof cooperation.

A device which frequents a particular neighborhadtislowly build its reputation as a trustworthgsource. The
degree of trust it enjoys in a particular neighloath governs the level at which other devices aminsonity
resources are accessible or willing to cooperdtés Khowledge of a device and its neighborhood @atons thus
serves as an enforcement for long term accourtiabiilia device exhibits malicious behavior, degde the vicinity
can effect an immediate response by denying furéssurces to the misbehaving entity. This respoasebe at all
levels, from application to lower level networkitayers. Furthermore, accusations of the recordetbehiavior are
eventually propagated back to all its known homighiorhoods. Sufficient accusations from independewices
will lead to its reputation being tarnished in fitsme neighborhood. Such long term accountabilitpshé deter
malicious activity. Thus, we provide reactive (réag to activity deemed malicious) and pro-actide\ice with a
history of misbehavior) measures for protectingkigaand the mobile devices.

C. Pack Dynamics and Dominion

Segregation of mobile device identities by frequemtounters within areas of interest or specifighmgorhoods
will allow portable devices to leverage their largferage capacities to cache relevant informattmoutpotential
trusted sources, yet at the same time minimizesttwage requirements using attributes like locatind frequency
of encounters. Such users then have an incentigelk@borate towards common goals while they arparticular
neighborhoods since the relationships in such enaients are peer-to-peer. Additionally, since gégst identities
are associated with reputations, these entitiea@euntable for their actions within neighborhotidsy frequently
visit. Other mechanisms such as recommendatioma &oown sources can then be used to further inerédas
number of trusted sources. Maintaining reputatigiorimation helps in maintaining a set of devicé®llj to be
encountered in particular neighborhoods that haeernitives to collaborate. Since a reputation is@ated with a
persistent identity, and reputations build up otiere, malicious entities will not be allowed to peipate in
collaborations, or will be merely given less prefeze, effectively denying resources to such estitied limiting
the damage that can be caused by malicious behawioentity changing its identity after committimgmalicious
act, will no longer enjoy the same level of repiotat thus undermining its ability to infiict furthéaarm, by merely
assuming a new identity. Since we assume reasopabhly in device capabilities, risk of Sybil atkac[11] can be
mitigated by requiring potential members to soleenputational puzzles before admission into packs.
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D. Data Routing Substrate and Storage Management

Once social communities exist, it is possible fevides converging around a particular landmarlkdémiify each
other from their cached knowledge and trust retetid®ack formation is now possible from such a subkentities
willing to collaborate. Due to the inherent natafethe recommendation system, there are severahtives for
such devices to collaborate, viz., (1) increaseps®f search, (2) faster data retrieval, (3) upsla¢lated to trust
information, (4) faster updates to existing dats,sgb) increased awareness of other trusted deiicthe vicinity,
(6)minimal effort in evaluating trustworthinesspmbviding source and accuracy of data, and (7)ssesion of their
own membership in the pack. Those devices thatodl@ailaborate in these basic information exchanggslosing
their privileges by failing to reaffirm existinguist relationships. Since devices tend to cach@ntbemation related
to the most recently encountered trustworthy ar@pecative resources - uncooperative or passiveces\atand to
lose their established reputations by replacenmecache by other trusted sources.

With the existence of sufficient data for efficienist evaluation of devices in the vicinity of alapdmark, it is
possible to form packs or groups that collaboratadhieve particular goals. Assurances of trustambuntability
allow devices to collaboratively perform speciatizasks depending on their current context andhiligxes, and to
perform far more complex operations than indivithuglossible. Moreover devices can use their user davice
profiles to selectively cache trust related infotiomm of only specific neighborhoods, thus minimizimdividual
storage requirements for trust related data, yefakmgely self-reliant in assessing trustworthinddsterogeneous
devices can form on-demand collaborations to shiae& unique capabilities and perform complex taskth
optimal planning. Such packs are also more resilienattacks from malicious entities, since thewehanore
knowledge of trustworthy devices in the vicinitydaran isolate and ignore malicious entities.

Moreover, this formation helps create a data rgusabstrate for distributed storage management gstdhe
pack members collaborating to achieve (individuatallective) goals. We are implementing such adatting
substrate that can provide pack members with arpamsive and efficient mechanism for locating tedka
information sources and collaborative queries.

IV. SIMULATION

Our hypothesis is based on the assumption thadlmmbtion amongst a set of trusted peers will imprthe
efficiency of search, increase scope of search, deutease query response times. To test our hygisthe
conducted simulations using MoGATU's simulation iemvment implemented using GlomoSim [26]. The
simulation parameters are provided in table I.

In order to allow devices to manage and reason thadr profiles and profiles of their users, thedabmust
enable devices to represent themselves and hun@as. Uk address this issue, we use MoGATU's mdusl t
represents devices, users and computational sngitientelligent entitiesagents By using the same representation
for devices and users, the model allows mobile@es/to express user's preferences and needs bytddilsies that
restrict devices' actions.

The model is represented using OWL [3] and consifta set of ontologies, i.e. vocabularies. Eactology
provides formal specification of the profile contepnd relationships among these concepts wittdoraain of
discourse. The model enables mobile devices toesspthe needs and preferences of their usersotfatilitates
mobile devices with exchanging and reasoning olverstored knowledge. Shared goals can then beaédférom
these profiles, which consequently allow pack faiores - a group of devices collaborating with eatter to solve
individual and collective goals - based on trugtrenships.

A. Pack formation and collaborative queries

We simulated an environment with 50 nodes sprea@dndom locations in a two dimensional square anéa.
present some of the interesting performance refute two separate sets of simulations. In thet fi@se, each
device assigned a task set of distinct questiomiyidually searches for answers. In the secone,cte same
set of devices with the same task set of quesseasch for the answers collaboratively. Since vge alanted to
simulate the serendipitous nature of the envirorimea varied the knowledge from 40% to 100% (40%\idedge
means that answers to only 40% of each device'stiqus are present in the neighborhood, dispersexhgst the
other devices).

In our simulation, we assumed that some initiadttalready exists to be able to form collaboratjv@ups packs.
We experimented with pack sizes of 5 and 10, wieaieh device was given a task set of 100 questindste
answers were randomly distributed amongst the tpdgulation of 50. We also varied the percentagehef
knowledge base present in the neighborhood from #0%0% in increments of 20 percentage points.révethe
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simulation using five different starting positionfor the devices, for five runs of the simulation.
We present some of the results below. We assunadliithe sources of information were reliable ammlld only
provide accurate answers. In the collaborative ioprspack members help each other find answershéir t
guestions. When an answer for a collaborator'stmureis found, the device tries to send it backhat collaborator.

Spatial Dimensions 150 X 150 i

Simulation Period 50 min .

Knowledge in vicinity,

Simulation KB 40% — 100 %

Mobile Devices 50
Random Waypoint,
Mobility Pattern 5 s waiting period
Speed 1-5 m/s
Routing Protocol AODV
Flooding Range 2 hops
Tx Range P5 m
Tx Throughput 2 Mbps
250 kB

Device’s cache size 50% of simulation KB

100 questions, 100 answers not

Device’s Initial KB PO .
matching initial questions

Collaborators 4199

TABLE |
SIMULATION ENVIRONMENT FOR COLLABORATIVE QUERIES

Device 0003, Collaborators:5
100 T T T

80 =

T -0 poslind
o %’%%99 —B- posl.col ||
2% - & posz.ind
~- pos2.col
~C pos3.ind ||
pos3.col
—&- posd.ind
—& posd.col [
—&- posb.ind
— pos5.col

T T

Percentage of Questions answered

! 1 I 1 | I | I I | !
0 100 200 300 400 500 600 700 800 900 1000 1100 1200 1300 1400 1500
Time (seconds)

(a) 5 collaborators, 100% knowledge (b) 5 collaborators, 80% knowledge
Fig. 3.

The Figure 3(a) depicts 5 collaborators, each lpdntask set of 100 questions (not common with rothe
collaborators). The devices themselves do not fenswers to their own questions. The figure shoved the
collaborative version is able to find twice as mamgwers in under a minute since the start of tleeying process.

In the non-collaborative version, where devicespghdently try to query other devices in their oaalige, they
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manage to find approximately 50% of the answerstaokl upto 10 minutes. In these simulations, 100fiwWkedge
was available in the neighborhood.

(a) 5 collaborators, 60% knowledge (b) 5 collaboratot9% knowledge

Fig. 4.

Figure 4(b) shows the results, when there is of864«nowledge in the vicinity, i.e., answers to odl§% of
the questions are available. Here it is seen tmatnbn-collaborative version was able to find norenthan 5%
of the answers, whereas the collaborating devicaisaged to find as many as 30% of the answers itles 4
minutes.

(a) 10 collaborators, 100% knowledge (b) 10 coltabmrs, 80% knowledge
Fig. 5.

Figures 5 and 6 show results of identical settwgh 10 collaborators instead of 5. In case of dlaborators
and 100% knowledge, more answers were found; yetrésponse times were slightly slower due to cdigges
introduced by pack members trying to relay backrgd number of redundant answers over a shortgefitme.
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As illustrated in the figures, all simulations shemlvpositive results in terms of faster responsets search
effectiveness, in case of the collaborative modafs.observed that as the pack size was increased5rto 10,the
control overhead for communication between the paeknbers increased and introduced minor increakgdncy
to query responses, yet the number of successéulgwered queries were consistently more than the no
collaborative version.

(a) 10 collaborators, 60% knowledge (b) édllaborators, 40% knowledge
Fig. 6.

V. CONCLUSIONS AND FUTURE WORK

Our approach focuses on enabling efficient resolmcation and trustworthy data management using pac
formations. In order to enable pack formations weggest the use of fixed landmarks in the pervasiweronment
to serve as nucleating points for social networldsemuent visitors. We presented scenarios toighie the context
and identify the various crucial aspects, in evihgatrust in pervasive environments. Collaboratiomouting and
data management is key to the functioning of MANEW®reover, time is of essence in making trust sleois
while locating resources and utilizing servicesaasess is usually short-lived. While reputation agement is
essential in fostering cooperation and making itmgstecisions, pack formations further simplify tbecision
making processes and provide added stability touree location mechanisms in the highly dynamic MAN
conditions, enabling an essential platform fortinesthy data management.

Forming local packs as decentralized and redurtdastt management authorities is helped by the titeedarge
on-board storage capacities, nucleating pointstfming reputation, and other geographic contefgirmation.

We described a holistic approach for addressindhilely interdependent issues of security, privaoyl trust related
to data management in pervasive environments. ppeach enables individual devices to harness dlengial power of
distributed computation, storage, sensory, andcefferesources available in pervasive computingirenments by
evaluating the trustworthiness and accuracy ofasvand their offered data and services.

We simulated this scenario with varying pack sizesl the results demonstrate the superior perforenasfc
collaborative querying. Collaborative querying diedl highly improved success rates and responses.tifiiee results
validate our hypothesis that increasing the scdpearch over multiple devices is vastly supermrdpeated querying.
Cost of querying increases as the number of calbrs making the same query increase, and issalep to affect the
response time. The benefits of pack formation agaeent from our preliminary results. For futurerkyowve plan to
investigate trust evolution and reputation managemesing activity monitoring, and integrate thosgoithe pack
formation mechanisms.
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